Five Practical Steps to
GDPR Website Compliance

Any personally identifiable information (PIl) collected by
your websites must be processed in accordance with GDPR

A Create a ‘data map' identifying what Pl is collected by
" each of your websites and covering the following in
respect of each piece of Pl

B Types of Pll collected on each site, where the data subject
; . "7 resides; types of Pll collected; where the individuals live;
WEbSlte data aUdlt why you collect it; what you do with it; where you store it;

: how long you keep it; how you dispose of it; third parties
you share it with and safeguards and risks

C Use the data map as a basis for your privacy policy to which

" users must consent. This will be a live document - every
upgrade to your website may alter your data collection
transaction log security. Version your privacy policy

GDPR definition of Pll covers geo-location, device IPs,
activity history and other data collected by your website
which requires user consent

[m o e ] ——
E T-I-I- © A : Implement user interface for users to give or refuse content

to the PIl processing you have ‘mapped’ including third party
access. Ensure you record the time and date of consent

. B : ‘Consent before use’ is required at the point of collection
consent "7 so consider only allowing cookies on customer devices
1 where consent is given

(€ : Ensure users have the ability to ‘turn off personalisation,
" including Sitecore personalisation engine targeted content
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Forms are likely to contain PIl. Do you really need that data?
If so, ensure that it is adequately protected and you've
obtained consent

A Undertake a review of all the forms on your website, taking

7 down any forms and form fields that aren't necessary.
Don't forget that drafts for forms may also contain PlII;
think about removing this option where possible

Forms B Obtain user consent to any processing of Pll for drafts
" and forms

C Encrypt PIl submitted in forms, drafts of forms and
" between servers

Newfound data subject rights and what this means for
your systems

A Ensure your systems can identify and surface or
" irreversibly anonymise Pl you have on demand

B Integrate all user PIl you have stored in various databases
" inyour surfacing solution to capture e.g. activity history
alongside user contact information

Surfacing data c

: Implement a user face to create ‘preference centres’

allowing users to access and manage their profiles
Encryption & Security

(including their PII settings)

To secure user Pll collected by your websites as appropriate
to the risk. Data breach is the ultimate risk.

© A : Encryptidentifiers collected by your websites and stored
" (atrest) as well as Pll sent to you by users and customers
and communicated internally (in motion)

‘B Incorporate your security policies into your solution at
"7 the design phase and document this

C Assess risks of data breach and design a data breach
" response plan of their Pl

Sitecore 9.x:

: Is built on a privacy-by-design foundation that enables you to tag, differentiate and secure PIl and
PIl sensitive

Has user consent stored in xDB and features in the user contact profile
Provides the ability to anonymise user Pll to allow you to retain this statistical information for analytics

Allows the user to retrieve their full contact profile (including activity history) through the API
GetsContactsAsync and to exercise “Execute Right To Be Forgotten” functionality which irreversibly
anonymises any or all of their PII

] Contains out-of-the-box encryption of data at rest and in motion
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